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Organization

Clal Insurance is one of the largest insurances and
pension companies in Israel, offering a wide range of
services to private and corporate customers, including
life, health, and travel insurance. Part of the IDB Group,
Clal is a leader in the industry, continually analyzing the
market to understand trends and anticipate changes.
With more than 4,000 employees and 2,000 insurance
agents serving its customers, Clal is at the forefront

of a service revolution based on innovative digital tools
that enable immediate service—anywhere and anytime.

Business Challenge

Cymulate implemented an innovative security
assessment system for Clal: a breach and attack
simulation platform that empowers the company to stay
one step ahead of cyber attackers 24 hours a day,

every day of the year. The SaaS-based, on-demand
simulation platform not only assess against the latest
threats and most advanced multi-vector attacks—it also
delivers an immediate and complete picture of Clal's
current security posture. The platform use offensive
approach and defensive tactics to simulate multi-vector
cyber-attacks from an attacker’s perspective, revealing
critical vulnerabilities before real attackers have

a chance to exploit them. After a simple implementation
that required no labor from its own staff, Clal had the
ablility to perform simulated attacks to reveal security
exposures through email and Internet browsing.
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The Results

Clal Insurance can assess now the strength of its cyber
defenses whenever necessary, and see immediately how
well they're performing. Cymulate’s simulation platform
has dramatically shortened the usual testing cycle and
the time it takes to remediate problems, while the self
-service model gives Clal control over any vulnerabilities
it may detect. The advantages of Cymulate’s solution
became particularly apparent in May 2017, when the
notorious WannaCry ransomware infiltrated hundreds
of thousands of computers around the world.

As the unsettling news began making global headlines,
Clal's executive management was acutely aware of the
threat to the company’s valuable information systems.

The best thing is that within 24 hours,
Cymulate enabled us to check

our security systems and report the
results to our CEO.

Clal CTO Haim Inger notes.

“Instead of just presuming we were protected, we were
able to actually show that we were immune to WannaCry.
Cymulate made it possible for us to reach a level of clear
communication between technical people and executive
management that we've never experienced before.
That's a meaningful benefit we never expected.”

With a Research Lab that keeps abreast of the very latest threats, Cymulate proactively challenges security posture end to end, automatically and
continuously, allowing hyper-connected organizations in all maturity levels to avert damage and stay safe. Founded by an elite team of cyber
researchers with world-class experience in offensive cyber solutions, Cymulate is trusted by hundreds of companies worldwide, from small businesses
to large enterprises, including leading banks and financial services. They share our vision to be the gold standard for security professionals and leaders
to manage, know and control their Cybersecurity Posture. Today it's simple for anyone to protect their company with the highest levels of security.
Because the simpler cybersecurity is, the more secure your company-and every company-will be.
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